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Addalot is a knowledge company with 25 years of documentad experience and success
in helping our clients to e.g. improved quality, faster delivery times and safer systems.

We work with most areas of improvement:

Process Improvement (Lean, Agile, CMMI, SPICE, ITIL, COBIT and I5D5)

Product Quality
* Open Source Software
* Supplier management (selection, follow up, acceptance control )

Functional Safety (eg 61508, 26262)
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Tord Wullt addalot partner

= Master of Science, applied physics LTH

- TUV Rheinland certified FSE Automotive 1SO026262
- Scrum Master

= System and SW development

= Functional safety related work

- Automotive 5 yrs, Volvo Cars and Volvo trucks
Active safety, Power train, Certification to EU regulations

- Offshore energy and Maritime 7yrs: Det Norske Veritas
- Quality and safety of controls systems
- Offshore standard DNV OS d203

- Defense industry Telub, Toyota (BT), SAAB Aircrafts, Airport Technology..
- Automation, Functional Safety
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Supplier follow up under 1SO26262

Workshop purpose

= To discuss how to manage suppliers with gaps in their
ISO26262 capability

= ...or how to supply projects for automotive OEM if you
don "t have ISO experience
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Supplier follow up under 1SO26262

Weaknesses can be..

- Processes

- Processes not in place at all, or not practiced

- Insufficient guidelines to support efficient implementation of the standard
Tools

- Traceability not supported

- Tools not qualified

- Tools to support safety analysis missing

Design legacy

- No proven patterns or design from previous projects

- Safety designs introduces a "new” design challenge
Competence and experience

- Not available within the company, or on very few individuals
Management

- Don "t understand the efforts needed

- This is the most important factor
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Supplier follow up under 1SO26262
1SO26262 capability

Does a supplier need to be experienced and mature?

= |[n mass production, the driving cost is production, not
development

- Added costs for developing safety capability within the project may be
small in relation.

= The competition is about the best total offer

- Procurement and project may need to manage supplier gaps in capability
with respect to 1ISO26262

= Low maturity can be mitigated with the right actions.
- Will add costs, can be substantial part of the development cost
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Supplier follow up under 1SO26262

Scenario to avoid with a supplier that have gaps!

= Efforts for safety work are underestimated

1t.
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Supplier follow up under 1SO26262

Scenario to avoid with a supplier that have gaps!

= The low integration of safety work and normal work, will create "misunderstandings” and
design/implementation decisions not in line with the standard and safety concept.
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Supplier follow up under 1SO26262

Actions before contract

= Assessment of the supplier capability
- Processes, tools, people, experience
- Safety and Quality Management

- Understand and agree on the gaps and the actions needed to
manage them

= Mitigating actions included in the contract

= When development-budget is frozen it can be hard and time
consuming to add costs for e.g. training.

| Assess capability and add mitigations to the contract

Gaps are OK if known and there is plan for mitigation!
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

= Processes

- Start process improvement

- The standard can be followed directly with all work products etc.
- Risk that safety is separated from the other development

- Guidelines important

Start process improvement
’ Efforts and time has to be added. Detailed planning needed
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Tools

= Update or new tools

Traceability and new configuration items, attributes etc.

Document management

Verification tools may not support fault injection.

SW development tools. Qualification may be needed

Budget shall include efforts and planning to assure that
capable support tools are available from start of the project.
Plan to be shown before contract.
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Compliance Approach

Agree on an approach addressing compliance during the project
= |t shall be agreed that strict compliance is required from start

= Each delivery shall have complete documentation and progress of safety
activities and documentation shall comply to the project progress

= Agree on frequent compliance assessments and content reviews

Agree on compliance from start and an assessment schedule J
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Competence

= Agree on having external support.
- Can take time to find, letter of intent before contract

- High integrity required

= Agree on a training plan
- Can also take time to arrange, booking before contract
- All: basic training

- Lead engineers System, HW, SW, test and safety manager shall have extensive
training and certification

Budget shall include external support and sufficient training.

Needs to be planned well ahead!
i
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Design Legacy

= No carry over from previous projects
- New design challenges to introduce safety mechanisms etc.

- Reliability impact
= External support can help

= Plan for more time, expect late changes

Budget shall include external support

' Plan for late changes due to problem with reliability
l
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Safety Assessor

= External assessor from independent organization
- Assessor need very high integrity

= |[terative assessment, at least one pre assessment.

= |t can be quite difficult to find an assessor, takes time.

Include External assessor and pre-assessment in the budget.
Letter of intent before contract.

|
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Supplier follow up under 1SO26262

Mitigations to agree on before contract

Management

= Management does not understand the effort needed

= Make an effort to make top management understand the efforts of developing
safety

= Make sure that you will have frequent top management meetings during the
project

Make top management understand efforts needed I

i
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Supplier follow up under 1SO26262

Activities during project
= Follow up all agreements and schedule

= Perform compliance assessments and content reviews

= Establish dialogue with top management, only way to impact
budget
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Supplier follow up under 1SO26262

Follow up tool

= “ISO 26262 compliance matrix (Excel)”
- Follow up of requirements in the standard
- Action plans to mitigate insufficient compliance
- Will drive competence and good knowledge of status

= Swedish Standard Institute, SIS SS7740
- Standard to audit 1ISO26262 process compliance based on SPICE

[
Search 100 000 standards, projects, training courses and books Search
and lectronic equipment 7740:201

Road vehicles - Functional Safety Process Assessment Model
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Supplier follow up under 1SO26262

“Compliance Matrix”

b B C F G H |
Clause Section Paragraph 26262 Requirement Expectation |Status Action
1 - - - ~ |2016-03--17
E Specification of (6.4 E44 6.4.4.4 Thi= requirernent applies to ASILs [4), (B), C. and D. in accordance Shiow that
TSR Requirements Awoidance of with 4.3: the developrnent of safety mechanizmsa that prevent dual point Faults [ zpecified and
and latert faults from being latent shall complu with: Fallowed Far
recornmendation a] ASIL B far technical safety requirernents assigned ASIL D; AR
= b) ASIL A for technical safety requirernents assigned ASIL B and ASIL C; and
c] engineering judgernent for technical safety requirernents assigned ASIL A,
24
E Specification of |6.4 E45 £.4.5.1 The technical safety requirements concerning functional safety of the | Mot expected
TSR Requirernents FProduction, itern or its elements during production, operation, maintenance, repair and
and operation, decommizsioning. addressed in |S0 26262-7, shall be specified.
recornmendation |maintenance and |MOTE There are bwa aspects that assure safety during production, operation,
s decommissioning| maintenance, repair and decornmissioning. The first aspect relates to those
activities performed during the development phase which are given in
requiremnent 6.4.5.1and 7.4.7 [Reguirements for production, operation, service
and decornmissioning). while the second aspect relates to those activities
performed during the production and operation phaze, which are addreszed in
a5 IS0 26262-7.
E Specification of |6.4 E4E 6.4.6.1 The technical safety requirements shall be verified in accordance with | Expected. Show
TSR Requirements Werification and 150 26262-8: 2011, Clause 9, to provide evidence for their: protocol
and validation al
recormnmendation compliance and congistency with the Functional safety concept; and
S b)
compliance with the preliminary architectural design assumptions.
26
E Specification of |6.4 E4E B.4.6.2 The criteria for safety validation of the itern shall be refined based on | Draft expected
TSR Requirements Werification and  [the technical safety requirerents.
and walidation WOTE The systern validation planning and the systern validation
recormnmendation zpecifications are developed in parallel with the technical zafety requirements
S [see Clause 9]
27
E Specification of |6.5 ES B.5.1 Technical safety requirernents specification resulting from requirements | Cormplete exept
28 TSR ‘Work products  |"Work products |E4.1toB.4.5 Far 'Y
E Specification of |6.5 ES £.5.2 Systern verification report resulting from requirement 6.4.5. Mat expected
29 TSR ‘Work products | "Woark products
E Specification of |6.5 ES £.5.3 Walidation plan [refined] resulting from requirement B.4.6.2. Mat expected
0 TSR ‘Work products | "Woark products
7 Syatern design | 7.3 Inputs 731 731
Prerequisites Prerequisites
The following information shall be available:
3 2 Safety Management (2) | 4 System development | HW | SW | actions 15.06.11 8 Supporti ... (3
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Supplier follow up under 1SO26262

Something to add?
Other experiences?
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